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A dynamic fusion system for fast nuclear source
detection and localization with mobile sensor
networks

Aude Grelaud?®, Priyam Mitra®, Minge Xie® and Rong Chen®

This paper proposes a dynamic system, with an associated fusion learning inference procedure, to perform real-time detection and
localization of nuclear sources using a network of mobile sensors. This is motivated by the need for a reliable detection system in order
to prevent nuclear attacks in major cities such as New York City. The approach advocated here installs a large number of relatively
inexpensive (and perhaps relatively less accurate) nuclear source detection sensors and GPS devices in taxis and police vehicles
moving in the city. Sensor readings and GPS information are sent to a control center at a high frequency, where the information
is immediately processed and fused with the earlier signals. We develop a real-time detection and localization method aimed at
detecting the presence of a nuclear source and estimating its location and power. We adopt a Bayesian framework to perform the
fusion learning and use a sequential Monte Carlo algorithm to estimate the parameters of the model and to perform real-time
localization. A simulation study is provided to assess the performance of the method for both stationary and moving sources. The
results provide guidance and recommendations for an actual implementation of such a surveillance system. Copyright © 2017 John
Wiley & Sons, Ltd.
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1. Introduction

In the last decade, protecting human lives and infrastructures from terrorist attacks has been one of the priorities of gov-
ernments around the world. Nuclear attacks with dirty bombs and other portable nuclear devices are one of the most
devastating potential attacks, especially when happening in populous metropolitan areas. The Domestic Nuclear Detec-
tion Office of the USA, which is affiliated with the US Department of Homeland Security (DHS), was created in 2005 in
order to increase the nation’s capacity to detect the presence of unauthorized nuclear material and to prevent them from
entering the country. The US Defense Threat Reduction Agency, in partnership with the US National Science Founda-
tion and the US defense industry, has supported research programs focusing on the development of mathematical and
statistical tools aimed at detecting nuclear weapons, chemical attacks, and related threats. In 2014, Defense Advanced
Research Projects Agency launched the SIGMA program that aimed to revolutionize detection and deterrent capabilities
for countering nuclear terrorism. A key component of SIGMA involves developing novel approaches to achieve low-cost
and high-efficiency radiation detectors. The program also seeks to leverage existing infrastructure to help the deployment
of sensors for developing game-changing detection and deterrent systems [1]. In summary, effective methods to detect the
presence of nuclear material in large cities is in urgent need. In this paper, nuclear detection refers to inferring the pos-
sible existence of radiation-emitting materials of concern, in particular, radiation dispersion devices, also known as dirty
bombs, as well as special nuclear materials including highly enriched uranium and weapons. The approach also provides
an estimation of the location of the flagged potential nuclear source, which we refer to as localization.

One approach to protecting a major city is to place a small number of powerful but expensive sensors at different sensitive
locations, such as major entry points of a city [2]. These sensors have high accuracy, but because of their high cost, it may
be exceedingly expensive to provide coverage of the entire city. As a result, the surveillance system may have inherent
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blind spots, which can be exploited by potential terrorists. A different approach is to form a fixed sensor network on a grid
of monitoring points with a large number of relatively inexpensive (hence low accuracy) sensors. There have been studies
using such a fixed network for detection and monitoring of nuclear material, including mobile sources [3—9]. Small-scale
experiments have been conducted to test such systems [3]. Fixed sensor network has its drawbacks, however, in that it is
difficult to maintain and can be tampered.

Here, we study the use of a mobile sensor network for nuclear material surveillance. This idea was proposed by
researchers from the Command, Control, and Interoperability Center for Advanced Data Analysis, a DHS Center of Excel-
lence, in a project meeting of principle investigators hosted by DHS in 2009. It was subsequently reported in Carpenter
et al. [10] and was also adopted by Hochbaum and Fishbain [11] who used a graph theory to study the problem. Similar
ideas have been studied in Borozdin et al. [12] and Klimenko et al. [13]. In fact, Defense Advanced Research Projects
Agency SIGMA program tested this approach by deploying sensors in emergency vehicles in Washington, D.C., in the
early 2017 [14].

We emphasize here that the term ‘detection’ as used in this paper refers to a probabilistic decision rule to determine
the existence of a nuclear source based on inaccurate sensor observations. We do not study physical detection of nuclear
sources, as in sensor design or sensor signal analysis. Our basic assumption is that we have a mobile network equipped
with a type of inexpensive sensors that provides inaccurate binary detection signals.

Such a network relies on taxicabs, buses, and police and emergency vehicles with nuclear material detection sensors
installed in them. The sensors send a positive signal when they are within a certain distance from a nuclear source, and
a negative signal otherwise, although false signals are possible [15]. These vehicles, hereafter referred to as taxicabs for
simplicity, travel through most parts of the big city, and it is possible to track their exact location with GPS at all times. Even
though the nuclear sensors deployed are not of high accuracy (hence inexpensive), having multiple and moving sensors in
the neighboring area compensates for this weakness. A control center receives and analyzes the binary signals from these
sensors at high frequency (say, every 30 s) and triggers an alarm if a nuclear source is detected through a fusion learning
inference procedure. Analysis of binary and noisy detection signals is performed in real time. The consideration of false-
positive and false-negative signals mitigates the weakness of using inexpensive sensors because the detection algorithm
relies on the combination of all the signals. Another advantage is that, unlike a fixed sensor network, it is very difficult
to tamper with such a mobile network. The sensors can be routinely checked at taxi depots or during annual vehicle
maintenance checks with low maintenance cost. The same approach can be applied in other contexts; for instance, mobile
sensors can be installed on military personnel in a battle field to detect chemical or biological agents. It can perhaps also
be used to analyze data from connected networks of autonomous vehicles for preventing collisions or locating a nearby
available vehicle on demand. A mobile network can also possibly have blind spots in areas that cannot be reached by any
vehicles, although this may be mitigated by installing some fixed sensors at these locations. Cheng et al. [28] provides
additional discussions on this type of mobile network.

In practice, the data can be displayed on a map, each sensor having a color indicating its signal and the presence of nuclear
source producing a cluster of positive signals on the map. From a statistical point of view, the aim becomes assessing the
likelihood of the presence of a cluster in a certain area. This kind of problem arises in epidemics in locating the first cases
of a disease given the locations of all cases [16, 17]. These approaches are based on the analysis of data from one particular
time and under the assumptions that incidence rate is low and cases are uniformly distributed within the neighboring area
of the source. Commonly used statistical inference procedures are based on scan statistics [ 18-20] and their generalizations
[21], where the methods utilize a moving window or box to scan through entire study area, seeking regions with unusually
high rates of incidences. It can also be analyzed in a Bayesian framework based on scan statistics methods [22-26]. Some
recent applications include the use of a Bayesian approach for real-time online disease surveillance. This approach detects
peak locations of the intensity function of a point process [17] and fits a hierarchical model with latent variables associated
with an Monte Carlo expectation maximization algorithm for detection of multiple clusters [27].

The nuclear surveillance problem is similar to the cluster detection problem earlier but has several key differences that
prevent direct application of the existing methods. First, the presence of a nuclear source leads to an excess of positive
signals, but the proportion of positive signals — playing the role of the incidence rate — is not small enough compared with
those observed in epidemics. Second, the negative signals also contain some relevant information; therefore, it is necessary
to analyze both positive and negative signals. Because of the moving nature of the sensors, it is difficult to treat negative
signals as background noises.

Cheng et al. [28] studied nuclear detection procedure under the mobile sensor network we adopt here but used a static
approach rather than a dynamic approach. Specifically, Cheng et al. [28] assumes a model with latent variables, and the
estimation is performed with a Monte Carlo expectation maximization algorithm, extending that in Xie et al. [27]. If
the source is not moving, a single fixed location is to be estimated, and combining observed at different time periods to
improve detection and localization accuracy does not require any change in their methodology. However, as the source
is more likely to be moving (being carried by a walking person, or in a moving vehicle), simple data combination is not
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appropriate. Cheng et al. [28] proposed to estimate the trajectory of the source as the concatenation of single-time period
location estimates. The path resulting from this method may contain quite large jumps between two consecutive time slots
because the analysis is performed independently over time.

In this paper, we propose an approach that can accommodate both static and moving sources. In contrast to Cheng
et al. [28], we perform real-time detection and localization, jointly utilizing the information observed at current and past
time points. In order to connect the source locations at consecutive time periods, our approach assumes a simple motion
model that mimics real traffic on a grid and covers both static and moving sources. Such an assumption significantly
enhances detection and localization accuracy over static methods. We define a state—space model and propose Bayesian
fusion learning inference of the parameters and hidden states. Detection is then based on Bayes factors for comparing the
models both with and without a source. Such a Bayesian detection scheme with a distributed network has been studied in
the literature (e.g., Varshney [29]). Our approach can be viewed as a special case under the general Bayesian distributed
detection framework. Because of the dynamic setup, we utilize sequential Monte Carlo (SMC) method [30-32], which
has been used extensively in many applications including source tracking under different settings [30,31] and wireless
communications signal processing [33]. SMC provides an estimation of the hidden states as well as the marginal likelihood,
allowing for model comparison. The results of the development will help provide guidance and recommendations for actual
implementation of such a surveillance system.

Our approach is similar to that in Rao et al. [34] in which a simple particle filter is used for localization of a mobile
nuclear source with a fixed sensor network. There are several differences between ours and that in Rao ef al. [34]. First,
in this paper, we promote a novel mobile sensor network for nuclear surveillance of a major city using inaccurate binary
signals. Second, we incorporate a motion model for the source to fully utilize the underlying motion dynamics, and we use
a more sophisticated SMC method. Third, we use multiple panels and Bayesian decision approaches for the detection of
the existence of a nuclear source. Sun et al. [35] proposed a control framework using an active sensor network to track a
potential nuclear source.

The rest of the paper is organized as follows. Section 2 presents the state—space model used to analyze the data generated
by the mobile sensor network. The estimation procedure based on SMC algorithm is introduced in Section 3. The detection
and localization system based on model selection and fusion learning procedure is presented in Section 4. Section 5 contains
a simulation study to assess the performance of the methodology and its several implementations. Section 6 concludes.

2. A dynamic system for mobile detection and localization network

2.1. State—space model

A state—space model consists of two equations: the state equation

X, ~ h(-1x,_1), ey

which reflects the underlying dynamics of the unobserved states, and the observation equation

z, ~ f(]x), 2)

which provides linkage between the observations and the states. Here, x, is a sequence of underlying state that evolves
according to (1), and z, is an observation that reveals some characteristics of the underlying state x, through the observation
equation (2).

In our framework, the unobserved state variable x, corresponds to the two-dimensional source location at time ¢. The
conditional distribution A(:|-) that governs the motion of the source from the location at time ¢ — 1 to that at time # is referred
to as the source motion model. Details of the motion model will be specified later. The observations, z,, collected at time

t, consist of the GPS locations, y, = (yfl), e ,yf"‘)), of all the sensors in the system and the binary signals the sensors send

to the control center d, = (dﬁl), .- -,df”’)). Here, n, is the number of active sensors. The locations, y,, are assumed to be
accurate, but the signals received by the control center could possibly be false.

This model assumes the presence of one source. It is compared with the baseline model, where no source is present, for
the purpose of detecting the presence of a source. Details of the comparison are presented in Section 3.2. The extension to
multiple source detection is discussed in Section 6.

State—space models have been widely used in many applications, including source tracking [29, 30, 36-43]. However,
our approach is different from standard source tracking problems, mainly because in our case, both negative and positive
binary signals are observed and used. The use of state—space formation allows the data collected at time ¢ to be used
for the estimation of the location of the source x, with the information observed in the past, through an updating of the
previous estimation of x,_, instead of performing an independent analysis at each time point. A source’s motion possesses
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strong continuity and memory, and combining observed information from consecutive times can improve the detection and
localization.

2.2. Observations and sensor signal model

Here, we assume the source is a portable device emitting nuclear radiations. Its total energy E is unknown but remains
constant. According to the Conservation Law of Energy [44], we assume that radiations travel in spherical waves; hence,
the intensity of the signal at a distance / from the source is E/4z1%>. Note that a dense urban environment could present
shielding effects and radiation may not travel in spherical waves [11]. It is possible to let these parameters dependent upon
the distance and the location of the sensors in order to take into account shielding effects. This would require detailed
knowledge of the entire city’s geographical and topological property, which may be mapped with a detailed survey.

A nuclear sensor measures the level of nuclear energy through a complex system based on the recording of a spectrum
of gamma ray emissions [45]. If the intensity exceeds a threshold, the sensor sends a positive signal; otherwise, the signal
remains negative. In practice, the sensor measures the radiation intensity, but the measurement is not accurate for low-cost
sensors, like the ones used here. The industry standard approach is thus to design sensors sending only a binary signal,
controlling its sensitivity and specificity [46]. In statistics, there exists theory supporting the use of a dichotomized binary
signal over a corresponding inaccurate measurement [47]. The range, r, is defined as the distance between the source and
the sensor when the intensity is equal to the threshold. It depends on the quality of the sensor as well as on the unknown total
energy of the source E. From now on, we use the range parameter r in the model instead of the total energy E. Following
Cheng et al. [28], the detection status s of a sensor is binary and defined as

S = l{lﬁr}’ (3)

where [ is the distance between the sensor and the source. This represents the reading of a perfectly accurate sensor. We
first treat the range parameter, r, as known. Its estimation, treated as a model selection problem, will be considered later in
Section 3.2.

The signal received at the control center, denoted as d, may be inaccurate and may differ from the true status, s. The
relationship between d and s is given by sensitivity, #, and specificity, y, where

y=Pd=0|s=0), n=Pd=1|s=1).

Following Cheng et al. [28], the sensitivity and specificity are treated as known constant values, either given by the sensor
manufacturer or through a preliminary study in a laboratory. In reality, they may depend on distance between the sensor
and the source, especially when the source is outside the manufacturer-provided effective range. But because the detection
signal is binary, the impact of the constant assumption as an approximation is limited, according to our preliminary study
and field experts. Transmission problems may also cause the signal to be different from the status, and this error is included
in # and y. When background energy such as those emitted from a hospital is present, sensitivity and specificity may be
adjusted to conform with the background. Indeed, based on our conversations with field experts, the parameters # and y
can be calibrated for practical use by placing known sources at various locations, while the manufacturers or laboratories
provide the baseline measures.

Figure 1 shows an example of data in a focused region of 6 X 6 city blocks. The source and its detectable range is shown
as the shaded circle. The circle points shown are true-negative signals, and the filled-grey points are false-negative signals
in the detection region. The filled black dots are positive signals — the ones inside the shaded circle are true positive signals,
and the ones outside are false-positive ones. Note that the figure is static. Our proposed approach aggregates information
through time to enhance the information, because the true-positive signals tend to be present inside the area of detection but
the false-positive signals outside the detection area (in an area of similar size) are random and are more likely to disappear
over time.

The sensor (observation) model considered in this paper assumes the following: (i) there is no background energy; (ii)
sensors are assumed to be independent of each other; and (iii) given the true status, signals sent by the same sensor are
independent from one time period to another. Under the earlier assumption, the likelihood of a single sensor i at time ¢ is
given by

i (@) (& 1=d®ys® —dD)(1=s? dD(1=s®
Sy = 5 (1 = A 1A= D, )

where x, is the unknown source location and sgi) is defined in Equation 3 for each sensor i and at time point #, where

the distance is the distance between x, and ygi). We denote TP, = 2:11 dfi)sg") the number of true-positive signals at time

t, FN, = Z?;l(l - dﬁi))sy) the number of false-negative signals at time ¢, TN, = 2;11(1 — a’ii))(l - sﬁi)) the number of
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Figure 1. Mapping of the received signals at a particular time. A sensor is represented by a dot. A solid black dot represents a positive
signal, and the red circles and red dots are negative signals. The shaded area represents detectable region. The red circles are false
negatives. [Colour figure can be viewed at wileyonlinelibrary.com]

true-negative signals at time ¢, and FP, = Z?‘zl d;i)(l - sﬁi) ) the number of false-positive signals at time ¢. Because the
signals emitted by the sensors are assumed to be independent, the likelihood for all signals at time ¢ is given by

F@ v r) = 0" (1= ™y ™1 = ) 5)

Let A(x,, r) be the circle centered at x, with radius r, then TP, and FN, are the numbers of positive and negative signals in
A(x,, r), respectively, and FP, and TN, are the numbers of positive and negative signals outside A(x,, r), respectively.
The likelihood of the fused data from time 1 to T is

T
f(zlelxle’ r) = Hf(ztlxtar)y
=1

as the signals are also assumed to be independent over time.

Remark 1

Although it is reasonable to assume that the sensors operate independently of each other, conditioned on whether a source
is in the range or not, it is questionable to assume that the signals from the same sensor are independent over time. For
example, a malfunctioned sensor will consistently produce false signals. Unfortunately, to take account of such dependency
in the analysis would require tracking the motion of each individual sensor and estimating the sensitivity and specificity
of each sensor at each time. The computational cost would be too high for online processing and monitoring. On the other
hand, the impact of ignoring the dependency is minimum, as the sensors are moving and the sensors within the detection
range of the source (or in any given local area) are always changing over time, hence producing almost independent signals
within a small local area (whitening by localization). Such an independence approximation makes statistical analysis much
simpler and faster. This is in fact one of the advantages of using mobile sensors. Analysis of a fixed sensor network would
need to take the dependency into account.

2.3. Source motion model

The source is assumed to be placed in a fixed location or be carried by somebody walking in the street or in a moving car. We
assume the source stays on a grid system that is similar to the road system in New York City. The motion model associated
with the source, corresponding to the state distribution in (1), will need to address the different types of movements.

Our proposed motion model relies on weak assumptions, but it is flexible enough to accommodate all types of motions
on a grid road system. It is well suited for a walking object or a vehicle moving in a traffic congestion, which is often
the case in large cities such as New York City. Specifically, we assume the location of the source is always at the street
level on a street map. Given x,_;, the source location at time ¢ — 1, the distribution of the next location x, is constructed
sequentially as follows. First, the Manhattan distance between x, and x,_; is determined, following a uniform distribution,
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that is, p(v) = Unif[0, B], where v = ||x, — x,_;|| and B is the maximum distance a source may travel between the time
period [¢ — 1,7]. Given the distance travelled, the exact location of x, is chosen from the set C(x,_;, v), which contains all
locations on the grid that is v distance away from x,_,, including all possible turns, but within the monitoring area. In our
setting, we assume the source does not leave the area. Let g¢(,  ,)(x,|x,_;,v) denote the selection probability of x, from
C(x,_;,v). We use the following assignment. First, the source has a probability 6 to move forward on the street it was on
at time ¢ — 1 and probability 1 — 6 to make a U-turn. In the direction of travel, if the distance v allows the source to reach
and pass an intersection, it will have equal probability to make all possible turns (e.g., straight, left, and right if not on the
boundary). Figure 2 depicts such a scenario, and Figure 3 shows a simulated trajectory of a source moving for 30 min (60
steps). The combination of distance v and location x,_; specifies the conditional distribution in (1):

h(x,x,_y) = p(v)g C(x,_l,v)(xt 1%— 15 ).

6/3

1-6

6/3
Xt—1 @

6/3

Figure 2. An example of the distribution of g¢, ) (x;|x,_;, ). As depicted, the source can go east with probability 6. If it goes east, it
crosses an intersection; hence, three different locations can be reached on this side, each with probability /3. [Colour figure can be
viewed at wileyonlinelibrary.com]
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Figure 3. An example of the trajectory of a moving source, with forward probability 0.95, and distance follows a uniform distribution
between 0 and 1.2 city blocks per 30 s.
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It is quite complicated to model the traffic pattern in a large city because this depends on the location, the street, the time
of the day, and many other issues. For a city with heavy congestion, with stop-and-go traffic and many intersections with
traffic lights, our model provides a simple description. Our study shows that the result is not sensitive when the maximum
distance B allowed in each time period changes in a reasonable range. More sophisticated models that involve speed,
traffic lights, and other possible scenarios are possible and may provide more accurate results, but they may also demand
significantly more computational resources for the control center and may not be necessary. The simple motion model
covers all motion behaviors. If the road system is not on a regular grid, a detailed map can be used under our framework
without much complication.

3. Inference algorithm

The motion model (Section 2.3) and the observation equation (Section 2.2) form a state—space model where the source
location is the unobserved state.

3.1. Estimation of the location with a known range parameter r

Under the state—space model framework, the estimation of the source location x, at time ¢ is a typical filtering problem,
that is, we are interested in p(x,|z,, - - -, Z,). As the system is nonlinear and non-Gaussian, we use SMC algorithm [30,31].
SMC methods consist of simulating from a sequence of distributions, all defined on the same space [32]. A sample of the
states, called “particles’, is moved from one distribution to the next using an iterated importance sampling scheme. Periodic
resampling is used to ensure filtering quality. Estimation of the distributions or quantities related to the distributions is
obtained by a Monte Carlo approximation.

Briefly, at time 0, particles {xéj) }jzl’___’  are drawn from an initial distribution. In our case, they are generated from a
uniform distribution on the map. The particles are then ‘moved’ from time ¢ — 1 to time ¢, using a proposal distribution

q(xﬁj)lxg)l). Then importance weights Wt(j) are calculated to ensure {xﬁj) },zy,..y are properly weighted with respect to

p(x,|z,) [30]. That is, the importance weight Wt(j ) has the property that, for any integrable function 4(-), we have
N Dy (D
Zj:] h(xl] )Wt]

N )

2 W

The performance of the method depends on the design of the proposal distribution g(-). The optimal ¢(-) combines
both the source motion model and the information from the observations. In our implementation, we use g(x,|x,_;)
PM8e, , wXilX—1,VIf (2, | X, 1), where p(v) and g¢(, ) are defined in Section 2.3, and f(z, | x,,r) is defined in (5)
in Section 2.2. That is, we first generate v from the uniform distribution U[0, B] then determine the possible locations
C(x,_;,v). We then sample x, from the set C(x,_;, v) with probability

— E[h(x,) | z,] as N — .

gC(xl_l,v)(xl'xt—] s V)f(Zt | X, r)
ZC(xext_],v) gC(x,_],v)(xlxt—l’ V)f(Zt | X, }")

px) =

This proposal distribution effectively combines the motion model with the observed signals. The corresponding weight
associated with the sample is w, = Zc(xext_]’v) 8cw, XXV (2, | x, 7).
Resampling is an important component of SMC [30, 48-50]. Resampling consists of sampling with replacement N
particles with probability proportional to the weights Wt(’ ). The newly resampled particles are assigned with weight 1.
Based on the output, at time 7, an estimate of the posterior distribution of the location can be obtained using the empirical

distribution of the particles xﬁ’ ). The maximum a posteriori estimator of the location X, corresponds to

% =x", where j* = arg max w. (6)

To be more robust and to avoid isolated samples with extremely large weights, one can obtain a smoother estimator of p(x)
using a kernel smoother
N ) )]
Zj:] Wt Kh(xt —x)

L Kby =0

px) =

and finding the mode of p(x) as the maximum a posteriori for x,.
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3.2. Range parameter and source detection

The effective range r of the sensors deployed is linked to the unknown total energy E of the source as well as the sensor
property. There are several approaches of fixed parameter estimation in state—space model with SMC, including particle
Markov chain Monte Carlo [51] and maximum likelihood estimation [52]. However, for fast online processing and with-
out much loss of accuracy in estimating the source location, we adopt a simpler approach. Specifically, we allow the range
parameter r to take only a small set of possible values, such as {0.5,0.75,1,1.5,2} city blocks. This is a rough approx-
imation. The empirical study presented later shows that such an approximation does not have a significant impact on
detection power. One can increase the number of possible values to reduce the approximation error at the expense of more
computational time.

For detection, we first establish a baseline model, hereafter referred to as model M,,, which assumes that no nuclear
source is in the region of interest. It can be seen as a special case of the model defined in Section 2.2 with the range r
equals to 0. Because of the absence of source, signals can only be either false positive FP, = Z:’;l dt(l) or true negative

TN, = Y (1 - d\"). The likelihood is then

f@|x,r=0)=(1—nTy™. (7

The alternative model, M|, is the model with one source with unknown range taking value in the set, say, {r, 7y, -+, 7}
With a prior distribution on r and model averaging over the different ranges in the set, a Bayesian model selection procedure
can then be used for detection. In a Bayesian framework, model comparison is often based on the Bayes factor [53]

defined as
M =a) n(zI]M =a) m,(2)

M =b) z(zIM =b)  my(z)’

BF(z) = ®)
where k € {a, b} is the model index, 7(M = k) is the prior probability of model k, and m,(z) is the marginal likelihood
of model k. A Bayes factor, BF(z), higher than 1 indicates a preference for model a. According to Jeffrey’s scale, strong
evidence for a model corresponds to log BF(z) > 3 [53-55]. In our dynamic setting, the Bayes factor can be updated easily
from ¢ — 1 to ¢. Specifically, we have

m (Z z)
BF(z,,--,2,) = a7l 7
mh(zl’...’zt)

_ my(zy, - -,2,_;) my(z,|z,,---,2,_)

mb(zla' ° ‘azt_l) mb(ztlzla‘ N 'azt_l)

= BF,_,(z,,...,2)IBF/(z,, ... ,z,),
where IBF, is the incremental Bayes factor

IBF — ma(ztlzl7. : '7zt—])
! my(z|z, -, Z,_)

)

Bayes factor and marginal likelihoods of complex systems are often estimated using MCMC techniques [56-59]. SMC
has the special property that the marginal likelihood m,(z,) can be obtained and updated without extra computational cost
[32]. Specifically, we have

N

R 1 ;

Ml o) = < Z WY (10)
=1

When resampling was performed at time ¢, ..., f, <, we have

k N N
N 1 ol 1 0
iala. )= [T X2 W 5 2w
1 =1 j=1

i=

An estimator of the incremental Bayes factor can be obtained by IBF .= %
ASA R R o

For model M, obtained by model averaging over the values of r, the marginal likelihood is defined as

k
ml(zt|zl, . '7Zt—l) = Zml(zk|r =T, .,Zt_l)[P(r — ri)’
i=1
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where m,(z,|r = r;,Z,,- - -,Z,_;) can be estimated using Equation 10. The Bayes factor comparing model M, and model
M, can then be updated at each time 7.

4. Detection system with multiple panels

The aim of this paper is to propose a dynamic, real-time detection procedure. Therefore, computational time is one of the
key system considerations, and observations at time ¢ should be processed before time ¢ + 1 observations arrive. Another
control parameter is the threshold of triggering an alarm. In practice, long delay shortens the time for security personnel
to locate and process the potential source. On the other hand, false alarms should also be minimized. Here, we introduce a
fast detection system that continuously monitors the entire region and generates an alarm if the risk level, measured by the
Bayes factor, exceeds a threshold. The detection criterion is built from the outputs of several parallel subsystems, called
panels hereafter, to increase the reliability of the system.

Inevitably, there will be a slight delay between the introduction of the source to the surveillance region and the time of
detection. Our experiences show that the delay is shorter when the source is already present in the region when our SMC
detection algorithm starts. When running SMC under model M, assuming that there is one source in the region, but in
fact there is none, particles may be attracted by a cluster of false-positive signals. Thus, it may take many time periods
before some particles (samples of the source location) are generated around the newly arrived source because the motion
model only allows the source to travel with a realistic speed and does not allow for jumps. To overcome this difficulty, we
propose to start multiple panels at different times on a rolling basis. In this way, there is always a panel started close to the
introduction of the source, resulting in shorter delays of detection. Each panel only runs for a finite period of time in order
to maintain a fixed number of panels.

Information from these panels is fused together to make effective detections. Specifically, a detection decision is made
based on the Bayes factors of all concurrent panels. We study the evolution of the Bayes factor on the rolling basis. Note
that Bayes factor BF,(z,,- - -, z,) in Section 3.2 compares models 0 and 1 based on (z,,- - -,z,) at time . It measures the
likelihood of the presence of a source during the entire period 1 to . When a source is indeed present, BF, increases with
t. Although the value of BF, is informative, its evolution is more revealing if the goal is to detect a sudden appearance of a
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Figure 4. Evolution of log Bayes factor (a), incremental log Bayes factor (b), and RIBF,(5) (c), for three panels starting attime # = 1, 11,
and 21. Sensitivity and specificity are equal to 0.95 and number of particles and taxicabs to 1500. Source was introduced at t = 8
and removed at t = 25.
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source. Figure 4(a) shows the log BF, of the panels starting at time ¢ = 1, 11, and 21, respectively. The source is introduced
at t = 8. Figure 4(b) shows the corresponding log /IBF,. Note that when a source is present, log IBF, is positive. We define
a reversed-interval BF as

4
RIBF,(£) = ) log IBF,_,.
i=0

It measures the cumulative strength of information of the presence of the source at time ¢. Detection can be made at time ¢ if
max; ., RIBF(I) > c. This is a CUSUM type of measure, in reverse of time. L, is the minimum smoothing window to
ensure a single outlier will not trigger an alarm, and L, is the maximum smoothing window to save computing and storage.
In our simulation, we will fix L, = L, = 5 for simplicity.

Note that in Figure 4(a), log BF,, for panel 1 continues to decrease after the source is introduced. This is because, when
there is no source in the region for a long time, the Monte Carlo samples trying to track the nonexisting source tend
to concentrate in certain areas. Because of the constraint of source motion model, these samples have difficulty moving
towards the source when the source is introduced, thus failing to produce accurate localization of the source. In a way,
when the source is introduced, our ‘prior’ distribution of the source could be far away from the true location of the source.
This is in fact exactly the reason we need multiple panels to properly initialize the filter algorithm at different times.

The use of RIBF also solves the problem of multiple panels starting at different times whose BFs are based on different
sets of data. RIBF measures the ‘instantaneous’ information, although it is extracted from a different ‘history’ utilized in
the panel. For multiple panels, we use the majority vote to fuse information and make detection decisions.

5. Simulation

This section demonstrates the effectiveness of the proposed approach using simulated data sets. The performance of the
procedure is assessed under a number of settings with combinations of different values of several key elements including
range, number of sensors, sensitivity and specificity, and the number of particles used in SMC.

5.1. Simulation design

We use a monitoring region of 25 X 25 city blocks similar in size to Manhattan in New York City. As there are approximately
13,000 taxicabs registered in New York City, representing over 50,000 drivers, here, we consider a network of 1500 active
sensors on average, or about 1500/25*25 = 2.4 sensors per block. Of course, detection performance increases as the
number of active sensors increases; this impact will be shown in the succeeding texts. We assume the locations are provided
by GPS devices, and the binary signals by sensors similar to Thermo Fisher Scientific and ICX technologies products are
sent to a control center every 30 s. From our discussion with field experts, we anticipate the actual sensitivity and specificity
values close to 0.85 for an inexpensive sensor in practice.

The taxicab motion model used to generate the simulated data mimics the traffic pattern observed in big cities. Specifi-
cally, the speed varies among a set of values according to a Markov chain with possible transitions from the current speed
to the two closest levels or remaining the same. Vehicles can only turn (left or right) if speed is low enough while U-turns
are not allowed anywhere. To simulate/mimic the car movement in Manhattan, speed is on average greater on avenues
(north/south direction) than on streets (east/west direction). This taxicab motion model is different from our source motion
model as defined before. In our simulation study and to detect the source, we only need to know the taxicab positions and
the signals they send but not the actual motion model that is used to generate the location data.

We assume the sensors are turned on only when the car is moving and assume the sensors are moving independently.
Again, this is only used in simulating the data and is not used in the detection algorithm, because we do observe the location
of sensors at every point. We consider driving, walking, or stationary sources that are always located on the map. If the
source is being driven by a car, we use the taxicab motion model earlier to simulate the movement of the source as well. A
walking source also uses the same model but with a different set of slower speeds.

For detection and localization, we run multiple panels in parallel. A new panel is started every 10 time periods (5 min),
and an old panel is retired after it runs for 30 time periods (15 min). The panels overlap, and there are always three active
panels at any moment of time. To initialize a new panel, the proposal distribution for p(x,) consists of a mixture of the
current posterior distributions of the existing panels and the initial source distribution (Section 2.3). When at least two
panels’ RIBF,(5) exceeds the threshold, c, a detection is made. The source was placed randomly between ¢ = 20 and 30
(10 and 15 min from the start) when three panels were already in place.
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The performance of our detection algorithm is assessed through detection power and detection size. Detection power is
defined as the proportion of experiments in which the proposed algorithm detected the presence of a nuclear source when
the source was actually present in the study region. Detection size is defined as the proportion of experiments for which a
source is detected when there is none (type I error). If the detection criterion is met, the location of the source is estimated.

Data were simulated under different settings with different values of sensor range, sensitivity, specificity, and the number
of sensors (taxicabs). When not specified, the following default values are used: range r = 1 block, sensitivity and speci-
ficity (1, y) = (0.85, 0.85), and number of sensors n = 1500. For each experiment with different settings, we analyzed 100
simulated data sets, among which 50 has a static source and 50 had a moving source. In the detection algorithm, the num-
ber of particles N = 1500 are used throughout the simulation study. To simplify the presentation, in all experiments, we
use equal sensitivity and specificity. In the early stage of our research, we experienced some settings of unequal sensitivity
and specificity values. The results did not seem to alter the conclusion of the simulations presented here.

5.2. Results

We present here the results from four sets of experiments. The first is designed to determine the detection criterion. The rest
are designed to assess the performance in terms of percentage of detection for various given network parameters, accuracy
of the location estimation, and delay of detection.

Detection threshold: In order to determine the impact of the detection threshold, we ran simulations under different
sensitivity and specificity n = y € {0.75,0.80, 0.85, 0.90}, while all other parameters are set to the default values specified
earlier. Figure 5 shows the detection power and size for various Bayes factor thresholds. When the threshold is set to 3,
the power is very high while the size is less than 5% for all the cases, which is also equivalent to strong evidence on
Jeffrey’s scale as we discussed in Section 3.2. Hence, ¢ = 3 is used as the threshold in further analysis.

The impact of the detection range, r, and the number of sensors: Table I shows the detection power for various
combinations of the sensor range and the number of active sensors, with all other parameter set to their default values.
The last row of the table shows the size when there is no source in the region.

The number of sensors is important because one would like to know how many cars should be equipped. As expected,
detection percentage improves as the number of sensors increases as shown in Table I. For 1500 or more sensors, the
detection percentage ranges from 76% to 100%. But for a lower number of sensors and a smaller range r, such as 800 and
0.5 block, the detection percentage is only 42%. As the detection range increases, detection percentage improves even
with a low number of sensors in the area. To ensure that the detection system works well, we recommend using at least
1500 sensors for an area of that size or about 1500/25% = 2.4 sensors per block.
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Figure 5. Detection power (a) and size (b) given equal sensitivity and specificity using a threshold equal to 2, 2.5, 3, and 3.5.
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Table 1. Detection power and size
given the true range (row) and the num-
ber of sensors (column).

Range r Number of sensors
(block) 800 1000 1500 2000
0.50 042 056 0.76 0.88
0.75 058 066 096 1.00
1 0.78 0.88 1.00  1.00
1.25 1.00 1.00 1.00 1.00
1.50 1.00 1.00 1.00 1.00
0 0.04 0.02 0.04 0.02

A true range of O corresponds to data simu-
lated under model M,, and provides the size
of the test. The number of particles is 1500,
and the sensitivity/specificity is 0.85. Results
are based on 50 simulations.

Table II. Detection power and size given true range (row) and sensitiv-
ity/specificity (column) when source is moving.

Range r Sensitivity and specificity

(block)  (0.95,0.95) (0.90,0.90) (0.85,0.85) (0.80,0.80) (0.75,0.75)
0.50 0.98 0.98 0.72 0.44 0.36
0.75 1.00 1.00 0.98 0.82 0.60

1 1.00 1.00 1.00 1.00 0.96
1.25 1.00 1.00 1.00 1.00 1.00
1.50 1.00 1.00 1.00 1.00 1.00

0 0.02 0.00 0.04 0.08 0.04

A true range of 0 corresponds to data simulated under model M, and provides the size
of the test. The number of particles is 1500, and the number of sensors is 1500. Results
are based on 50 simulations.

The impact of range and sensitivity and specificity: Table II shows the detection power for a moving source under
different combinations of detection range and sensitivity and specificity. It is seen that when r is 1 block or higher or
for high sensitivity and specificity (greater than 0.85), the detection power is very close to 100%. For small ranges, the
power decreases as sensitivity and specificity decrease, respectively, from 100% to 60% and from 98% to 36% for ranges
equal to 0.75 block and 0.5 block. The result for a stationary source is similar. Here, to simplify the simulation setting
and to follow Cheng et al. [28], the values of sensitivity and specificity are set to be the same in each of the settings. A
preliminary simulation study in our early exploratory stage (result not included in this paper) also suggested that the use
of unequal sensitivity and specificity values did not seem to have much impact on the conclusions.

Estimation of the location: To measure the accuracy of location estimation, Euclidean distance between the estimated
location and the true location is obtained. We refer this distance as an estimation error. If the estimation error is smaller
than the range, the source is located within the area of positive detection, and the estimation is classified as accurate.
Figure 6 shows the empirical distribution function of the estimation error with true sensor range » being 0.75 and 1.25,
respectively.

Time till detection: The delay between the introduction of the source to the area and its detection is critical for the
emergency response team. Figure 7 shows the cumulative proportion of detection over time for different ranges and
specificity/sensitivity. For the 50 sets of simulations, the time of target introduction is randomly selected between 21 and
30, when there are three running panels, two of them started much earlier than the introduction of the target. It seems
that the third panel, which started at = 20, was not able to ‘out-vote’ the two other panels most of the time. Once a new
panel was started at time t = 30, and with certain time delay, a firm detection was made, mostly around time ¢ = 37.
Our detection criterion is based on RIBF,(5); hence, in theory, the detection is more likely to be made between times 26
and 35. Because we assume data are collected every 30 s, the delay is, on average, 6 min. The delay can be shortened
with more panels and hence a higher frequency of starting times. The results agree with the theory in that we can observe
the first alarms around time 30. There is then a big jump at time 37. At this moment, the fourth panel, initiated after the
source, has been present for six time periods.
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Figure 7. Cumulative proportion of detection over time. Each graph corresponds to different range value (0.5, 0.75, and 1 block,
respectively) and each curve to a different sensitivity/specificity value. Source was introduced between ¢ = 21 and 30.
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Table III. Detection power given true range
(row) and fixed source range used in the model
(column).

True range Range (block)

(block) 0.50 0.75 1 1.25 1.50
0.50 1.00 0.72 032 0.16 0.08
0.75 0.82 1.00 1.00 096 0.88
1 078 094 1.00 1.00 1.00
1.25 066 094 1.00 1.00 1.00
1.50 072 076 096 1.00 1.00

Sensitivity and specificity are set to (0.85, 0.85), and
the number of sensors n and particles N are both 1500.
Results are based on 50 simulations.

Impact of misspecification of the range: We assess here the detection power for different true source ranges under a
fixed range model as discussed in Section 3.2. The true range is chosen from a set {0.5,0.75, 1, 1.25,1.5} blocks, and
the detection power is evaluated for each of these values. It allows us to assess the effect of using a range value that is
different from the true one. Other parameters are set at the default values. Table III shows its impact on the detection power
and size.

It is seen that when the true range is used (diagonal), perfect detection is achieved under this particular setting. The

proportions stay high (on average around 80%) when the assumed range r is different but close to the true value. The
first row of the table, corresponding to a true range equal to 0.5 block, shows that detection power is sensitive to the
range assumption when the true range is small. Performance is usually better when the assumed ranged is larger than the
true one.
Impact of the number of particles and computational time: The number of particles N used in SMC controls the esti-
mation accuracy and computational time. Similar to most of Monte Carlo methods, the standard error of SMC estimators
decreases at the rate of N=!/2, where N is the Monte Carlo sample size, and the computational time increases linearly
with N, which is mostly confirmed by our simulation study. The results shown earlier are mostly based on N = 1500,
which takes about 10 min of computational time to analyze and monitor signals in a period of 30 min in real time, on
a standard laptop with a relatively straightforward implementation in MATLAB. The process averages about 10 s CPU
time to update each time step (30 s in real time). Hence, real-time monitoring is achievable on a standard computer with
reasonable performance. A larger number of panels and a larger N would result in higher performance but may require a
more optimized implementation on a fast computer for online monitoring.

6. Discussion

This paper proposes a new fusion learning strategy aimed at detecting the presence of nuclear material in big cities relying
on data provided by a network of mobile sensors in real time. We work within a Bayesian framework, and our estimation
procedure relies on the SMC algorithm.

Our approach differs from all the previous ones in that it is based on the data from different time periods. It is consequently
difficult to compare the results. Cheng et al. [28] proposed the closest approach to ours in that the collected data are the
same but the analysis does not use a dynamic setup. The detection analysis (called testing) has been tested for high values
of sensitivity and specificity such as (0.95,0.95) and (0.98, 0.98). From the results presented in Section 5, our detection
percentage is close to 100% in all these cases except the one with the smallest range (half a block) where the source can be
detected in 98% of the cases with the same sensitivity and specificity. Thus, our method achieves better level of detection
power for high values of sensitivity and specificity. Lower values of sensitivity and specificity (as low as (0.75,0.75))
are more realistic as inexpensive sensors are less accurate. As mentioned before, in practice, sensitivity and specificity
values are close to 0.85 for a reasonably priced sensor. Although the simulations provide several insights to assess the
validity and the performance of the new method, it is desirable to test the practical viability of the proposed methods using
experimental data. In addition, our limited simulation study did not fully explore the impact of interactions among all the
control parameters on the detection power and size. Given a specific budget, and a cost function of a detection error (cost
of a false alarm and cost of time delay of detection), it is possible to utilize computer experimental design tools to carefully
study the interactions and find an optimal setting that minimized the expected loss. This is an interesting problem, and
further research is needed.
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It is possible that terrorists may use multiple bombs within a limited area. To extend this methodology to a multiple target
detection problem, one can easily build a state—space model with a fixed number of nonoverlapping sources and determine
the number of sources as a model selection problem in the same fashion as the detection in Section 3.2. Although the state—
space model can be easily extended, filtering and tracking multiple sources presents a special challenge in that the trackers
often coalesce when the sources get too close to each other in their path. More sophisticated sampling methods, along
with many more panels and adaptive restarting scheme, are needed. It is expected that the computational burden would
be greatly increased. Finally, we also anticipate future advances in sensor development eventually leading to sensors with
accurate quantitative values that provide more information about both the level of the signal and its associated uncertainty.
This additional information should be able to be incorporated in the Bayesian framework and SMC estimation procedure
with some modifications in future model development.
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